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http://www.vulnerable.com/
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� Vulnerable parameter:�� � &�� �

� Test String:
M� ! 	� �N� �� 	 ��>? � � ����%� ���� ����� � ��� � " 	 �! � � 4�� � �>�SM3� ! 	 � �N

� Modsecurity rule:
+� ! #���� 	 �JM�)YZ� �� NK

Same for all other type of injection and  variable 
manipulation, that involves a link, or direct access to 
URL.
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� Vulnerable file extension:��[ )�� �

� Requested file�  3� � %�� 3 � � � � � 	 � )�� �

� Modsecurity rule�

+� ! #���� 	+� �� ! ��- � �+� A�' . T� �6/ ? 2� / �)� Z)�� �W

' � � ���- � �� � � ��+� A�' . T� �6/ ? 2� / �U)� Z)� �  W

 We don't need to worry about this rules anymore!
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� � � � � � ! " 	 ��� ��� �� �&	� � ��! � � �! � �#� 	� 	 � �� ! ��� &�� � " 	 �� � 1�
�   ��! � ��� � �

� / � � � ��� �! � � #�&" 	�

� E� 	� �� ##� ! ��- �

� A� %� %1� 	��� � ��� � � � � ! " 	 ��� ��� �� � �� � �	 � ��� � � 	 ��� �� " 	 �
 	 � �� ! ��� � �� ! � � %� $��� � �� � - � ��� �� � ! " 	 � �� " 	 ��   ��! � ��� � � �
� � � � � - � 	 �� � �! � � )

� . � � 	 � ��� �� �����%" ! � �� � 	4��� �� � ��� ��% 	� - � ��� �� �#� � �" 	 � � $��� � � �
� 	 � �� � �� � � � �- � 	 � �� � )�
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Download Modsecurity:
� � � )%� � � � ! " 	 ��� )� 	&

Mailing List:
%� � (� � ! " 	 ��� (" � � 	 � \ ��� �� )� � " 	! � #� 	&� )� � �

Cryptlib:
� �� �33� � � )! � )� " ! 4�� � � )� ! )� � 3]  &" �; ; I 3! 	 �  ���13

Libxml2:
� �� �33� %�� � #�)� 	&3

A�#� 	� � ! � �

http://www.modsecurity.org/
mailto:mod-security-users@lists.sourceforge.net
http://www.cs.auckland.ac.nz/~pgut001/cryptlib/
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